Popiiler Web Sitelerde Http Giivenlik Bashklar:

Twitter

Request

Pretty

o

POST
H

Jifapi/l.l/jot/client_event.json HTTP/Z

\n

Response
Prett Raw Hex Render = 0 =

HTTP/Z 200 OK

Date: Fri, 07 Jun Z02Z4 18:35:30 GHNT
Perf: 74072827104

IPragma: no-cache

SEerver: tsa o

é Expires: Tus, 31 Mar 1981 05:00:00 GHT

Cache-Control: no-cache, no-store, must-revalidate,
pre-check=0, post-check=0
z Last-Modified: Fri, 07 Jun Z0Z4 18:35:31 GHT
X-Transaction: 5l3ebSccficHd7elb
Content-Length: O
1 |¥-Frame-Options: SAMEORIGIN|
X-Transaction—Id: 513eSccficSd7elh
¥X-¥ss-Protection: O
¥-Content-Type-Options: nosniff
X-Twitter—Fesponse-Tags: FEouncerCompliant
16 |Strict-Transport-Security: max-age=£31138519
17 X-Fesponse-Time: 134
17 H-Connection-Hash:
b43e857153f6a81174d062b 859 E4c0d7abE0b389eee7E84a90a8b 1
d0l4540=62 18




Facebook

2 Windows PowerShell ® 22 Windows PowerShell x o

I > curl.exe HEAD | https://www.facebook.com

Warning: Setting custom HTTP method to HEAD with -X/--request may not work the

Warning: way you want. Consider using -I/--head instead.

HTTP/1.1 200 OK

Vary: Accept-Encoding

Set-Cookie: fr=0hLavHVnCj9YJFsE2..BmY1Rb..AAA.0.0.BmY1Rb.AWUbz_1TAgI; expires=Thu, @5-Sep—2024 18:41:31 GMT; Max-Age=777
6000; path=/; domain=.facebook.com; secure; httponly

Set-Cookie: sb=W1RjZkxqzKBUzQBUU-35gGJ5; expires=Sat, 12-Jul-2025 18:41:31 GMT; Max-Age=3U560080; path=/; domain=.facebo
ok.com; secure; httponly

reporting—-endpoints: coop_report="https://www.facebook.com/browser_reporting/coop/?minimize=0", coep_report="https://www
.facebook.com/browser_reporting/coep/?minimize=0", default="https://www.facebook.com/ajax/browser_error_reports/?device_
level=unknown", permissions_policy="https://www.facebook.com/ajax/browser_error_reports/"

report-to: {"max_age":2592008,"endpoints":[{"url":"https:\/\/www.facebook.com\/browser_reporting\/coop\/?minimize=0"}] "
group":"coop_report", "include_subdomains":true}, {"max_age":8600, "endpoints":[{"url":"https:\/\/wwm.facebook.com\ /brows
er_reporting\/coep\/?minimize=0"}], "group": "coep_report"}, {"max_age":259200,"endpoints":[{"url":"https:\/\/www.facebook
.com\/ajax\/browser_error_reports\/?device_level=unknown"}]}, {"max_age":3600,"endpoints”:[{"url":"https:\/\/www.faceboo
k.com\/ajax\/browser_error_reports\/?device_level=unknown"}], "group" : "network—-errors"}, {"max_age":21600,"endpoints":[{"
url": "https:\/\/www. facebook.com\/ajax\/browser_error_reports\/"}],"group”:"permissions_policy"}
content-security-policy: default—-src data: blob: *self"' https://x.fbsbx.com ‘unsafe-inline® *.facebook.com *.fbcdn.net
unsafe-eval';script-src *.facebook.com *.fbcdn.net *.facebook.net 127.0.8.1:% 'unsafe-inline' blob: data: 'self' connect
.facebook.net 'unsafe-eval' https://*.google-analytics.com *.google.com;style-src *.fbcdn.net data: *.facebook.com 'unsa
fe-inline' https://fonts.googleapis.com;connect-src *.facebook.com facebook.com *.fbcdn.net *.facebook.net wss://*.faceb
ook.com:* wss://*. whatsapp.com:* wss://*.fbcdn.net attachment.fbsbx.com ws://localhost:* blob: #*.cdninstagram.com 'self’
http://localhost:3103 wss://gateway.facebook.com wss://edge-chat.facebook.com wss://snaptu-d.facebook.com wss://kaios—d
.facebook.com/ v.whatsapp.net *.fbsbx.com *.fb.com https://*.google-analytics.com;font-src data: *.facebook.com *.fbcdn.
net *.fbsbx.com https://fonts.gstatic.com;img-src *.fbcdn.net *.facebook.com data: https://*.fbsbx.com facebook.com *.cd
ninstagram.com fbsbx.com fbcdn.net connect.facebook.net *.carriersignal.info blob: android-webview-video-poster: *.whats
app.net *.fb.com *.oculuscdn.com *.tenor.co *.tenor.com *.giphy.com https://paywithmybank.com/ https://*.paywithmybank.c
om/ https://www.googleadservices.com https://googleads.g.doubleclick.net https://*.google-analytics.com;media-src *.cdni
nstagram.com blob: *.fbcdn.net *.fbsbx.com www.facebook.com *.facebook.com data: *.tenor.co *.tenor.com https://*.giphy.
com; frame-src *.facebook.com *.fbsbx.com fbsbx.com data: www.instagram.com *.fbcdn.net https://paywithmybank.com/ https:
//*.paywithmybank.com/ https://www.googleadservices.com https://googleads.g.doubleclick.net https://www.google.com https
://td.doubleclick.net *.google.com *.doubleclick.net;worker-src blob: *.facebook.com data:;block-all-mixed-content;upgra
de-insecure-requests;

document-policy: force-load-at—top

permissions-policy: accelerometer=(), attribution-reporting=(self), autoplay=(), battery=(self), bluetooth=(), camera=(s
elf), ch-device-memory=(), ch-downlink=(), ch-dpr=(), ch-ect=(), ch-rtt=(), ch-save-data=(), ch-ua-arch=(), ch-ua-bitnes
s=(), ch-viewport-height=(), ch-viewport-width=(), ch-width=(), clipboard-read=(self), clipboard-write=(self), compute—p
ressure=(), display-capture=(self), encrypted-media=(self), fullscreen=(self), gamepad=*, geolocation=(self), gyroscope=
(), hid=(), idle-detection=(), interest-cohort=(), keyboard-map=(), local—fonts=(), magnetometer=(), microphone=(self),
midi=(), otp-credentials=(), payment=(), picture-in-picture=(self), private-state-token-issuance=(), publickey-credentia
ls-get=(self), screen-wake-lock=(), serial=(), shared-storage=(), shared-storage-select-url=(), private-state-token-rede
mption=(), usb=(), usb-unrestricted=(), unload=(self), window-management=(), xr-spatial-tracking=(self);report-to="permi
ssions_policy"

cross-origin-resource-policy: same-origin

nel: {"report_to":"network-errors",K "max_age":3600, "failure_fraction":0.01}

cross—origin-embedder-policy-report-only: require-corp;report-to="coep_report"

cross—-origin-opener-policy: unsafe-none;report-to="coop_report"

Pragma: no-cache

Cache-Control: private, no-cache, no-store, must-revalidate

Expires: Sat, 01 Jan 2000 00:00:00 GMT

X=Content-Type-Options: nosniff

X-X55-Protection: ©

X-Frame-Options: DENY

Strict-Transport-Security: max-aqe=15552000; preload

Content-Type: text/html; charset="utf-8"

X-FB-Debug: aqrMavcuCméghkeH5a0ybpKYoZBKg8pXx7LPMInZCgA+NGFRFWTXTBVeI@PXVAfpvfz8mw3He2UlxS+ss1FIDtQ==

Date: Fri, 87 Jun 2024 18:41:31 GMT

Transfer-Encoding: chunked

X-FB-Connection-Quality: EXCELLENT; q=0.9, rtt=29, rtx=0, c=10, mss=1392, tbw=3u25, tp=-1, tpl=-1, uplat=174, ullat=0
Alt-Svc: h3=":443"; ma=86Ll00

Connection: keep-alive




Google

| Request Response
| pretty Raw Hex = n = Raw Hex in =
GET /async/asyncContextualTask?vet= . HTTP/Z 200 OK

2 Version: £4004S5423

3 |X7CnntentﬁTypE*Opt.lnns: nosnift

4 Content-Type: text/plain’ charset=UTr-8

5 Content-Disposition: attachment; filename="f.txc"

¢ [Ftzict-Transport-security: war-age=31536000]

7 Cross-Origin-Opener-Policy: same-origin-allowv-popups; report-to="gws"

cws", Mmax_age” 2552000, "endpoints™: [{Murl®: "hrips://csp. withg
cogle.com/csp/report-to/gws/none"1]}
o Accept-Ch: Sec-CH-UA-Platform
10 Accept-Ch: Sec-CH-UA-Platform-Version
1 Accept-Ch: Sec-CH-UA-Full-Version

12 Accept-Ch: :-CH-UA-Arch
[ ] 3 Aececept-Ch: —CH-ULA-Model
-CH-UA-Bitness

CH-UA-Full-Version-List

i ions-Policy: unload=/()
Date: Fri, 07 Jun 2022 18:4€:33 GNT
SEerver: gws
¥-¥ss-Protection: O
X-Frame-Options: SAMEORIGIN
] > EXpITesT FET, U7 Jum CUZE TB:46:33 GHT

" 23 Cache-Control: private

z4 Set-Cookie: IP_JAR=2024-06-07-18; expires=3un, 07-Jul-I024 18:48:33

; domain=.google.com; =scure; SameSits=none
= 25 Alt-Sve: h3=":443"; ma=2592000,h3-28=":443"; ma=2552000

2 |Host: www.google.com

27 111
i 4 - " 22 22 ["AVVIZuOeNpSvwPAPsSLGFyAw", "2021"]13:[1]13: [5]'

Youtube

22 Windows PowerShell

. wlh==> curl.exe HEAD https://www.youtube.com
Warning: Setting custom HTTP method to HEAD with -X/--request may not work the
Warning: way you want. Consider using -I/-—head instead.
HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, ©1 Jan 1990 00:00:00 GMT
Date: Fri, 87 Jun 2024 18:30:27 GMT
Content-Length: 495413
Strict-Transport—-Security: max-age=31536000
X-Frame—Options: SAMEORIGIN
Cross-Origin-Opener-Policy: same-origin-allow-popups; report-to="youtube_main"
Report-To: {"group":"youtube_main", "max_age":2592000, "endpoints":[{"url":"https://csp.withgoogle.com/csp/report-to/youtu
be_main"3}1}
Permissions-Policy: ch-ua—arch=*,6 ch-ua-bitness=*, ch-ua—full-version=#*,
—wowbU=+*, ch-ua—form—factor=*, ch-ua-platform=+*, ch-ua-platform-version=*
Origin-Trial: AmhMBR6zCLzDDxpl+HfpP67BqwIknWnyMOX0QGFzYswFmle+fgal6XZgAzcxOrzNtP7hEDsOoljd jFnVr2IdxQUAAABUeyJvemLlnawliod
JodHRwczovL 31vdXR1YmUuY29t0jQ8MyIsImZLYXR1cmUiOiIXZWIWaWV3WF I1lcXV1c3R1ZFdpdGhEZXBy ZWNhdGlvbiIsImVicGlyeSI6MTc10DA2ZNZES0S
wiaXNTdWJkb21haWdiOnRydWV9
P3P: CP="This is not a P3P policy! See http://support.google.com/accounts/answer/1516577hl=tr for more info."
Server: ESF
X-XS5-Protection: @
Set—-Cookie: GPS=1; Domain=.youtube.com; Expires=Fri, 07-Jun-2024 19:00:28 GMT; Path=/; Secure; HttpOnly
Set—Cookie: YSC=W4ZgIRiIDlw; Domain=.youtube.com; Path=/; Secure; HttpOnly; SameSite=none
Set—-Cookie: VISITOR_INFOl_LIVE=vcuXWhhYF@M; Domain=.youtube.com; Expires=Wed, OU-Dec-202l 18:30:28 GMT; Path=/; Secure;
HttpOnly; SameSite=none
Set-Cookie: VISITOR_PRIVACY_METADATA=CgJUUhIEGgAgOA%3D%3D; Domain=.youtube.com; Expires=Wed, ©u4-Dec-2024 18:30:28 GMT; P
ath=/; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":4U3"; ma=2592000

ch-ua—full-version-list=*, ch-ua-model=*, ch-ua







