Burpsuite ile Sifre Kirma Saldirisinda Arayiizde Bildirim Metotlar:

Burp ile yapilan Brute Force ve Dictionary saldirilarinda ekranda akan denemeler sirasinda iki
metot s6z konusudur. Bunlardan birincisi yanlis denemelerde gelen bir ciimleyi referans alma,
ikincisi ise dogru denemede gelen (gelecek) bir ciimleyi referans almadir.

Web uygulama login sayfalarinda yanlis hesap bilgisi girildiginde bir hata / uyar: ctimlesi gelir.
Dogru hesap bilgisi girildiginde ise belki bir hosgeldiniz ciimlesi gelir. Dolayisiyla olas1 hesaplari
denerken denemelerimiz icerisinden hangisinin dogru hesap oldugu bilgisini tespit edebilmemiz
adina kullanabilecegimiz iki adet referans noktasi vardir. Bu iki referans noktasindan birini secerek
yiizlerce deneme igerisinden hangisinin dogru deneme (yani gercekten var olan bir hesap) oldugu
bilgisine ulagabiliriz. Ornegin;

Giris yapilirken yanhs denemeler sonucu gelen hata ciimlesi referans alindiginda;

yanlis giris tesebbiislerinde hata kelimeleri siitunu tick alir,
dogru giris tesebbiisiinde ise hata kelimeleri siitunu tick almaz.

Kullanic1 Adi Sifre yanlis sifre girdiniz
admin aaaa (tick)
admin aaab (tick)
(tick)
(tick)
admin toka (empty) /1 Sifre Tespit Edildi
(tick)
admin 7777 (tick)

Giris yapilirken dogru deneme sonucu gelen hosgeldiniz vari ciimle referans alindiginda;

yanlis giris tesebbiislerinde hosgeldiniz benzeri kelime siitunu tick almaz,
dogru giris tesebbiisiinde ise hosgeldiniz benzeri kelime siitunu tick alir.

Kullanic1 Adi Sifre hosgeldiniz

admin aaaa (empty)

admin aaab (empty)
(empty)

(empty)

admin toka (tick) /1 Sifre Tespit Edildi
(empty)

admin 7277 (empty)



Uygulama
(+) Bu baglik birebir denenmistir ve basarili olunmustur.

DVWA web uygulamasini ele alacak olursak

o Vulnerability: Brute Force

Instructions -
Login
Setup | Reset DB
Username:

l:l Password:
Command Injection
s [Logn]
File Inclusion _
File Upload -
Fieplead | More Information
Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)

Weak Session IDs

vee mmam |

bu login sayfasinda yanlis sifre girildiginde

o)

o Vulnerability: Brute Force S

Instructions -
Login
Setup | Reset DB
Username:

l:| Password:
Command Injection
CSRF
Login
File Inclusion
File Upload Username and/or password incorrect.
Insecure CAPTCHA |
SQL Injection o
e—— More Information
SQL Injection (Blind)
Weak Session IDs )
XSS (DOM)
XSS (Reflected)

ve dogru sifre girildiginde



o)

Vulnerability: Brute Force

Home |
Instructions -
| Login

Setup [ Reset DB |

Username:

Password:
Command Injection
CSRF

| Login
File Inclusion
File Upload Welcome to the password protected area admin
Insecure CAPTCHA o
SQL Injection

SOL Injection (Blind) More Information

Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

mesajlar ekrana gelir. Yani yanlis sifre girildiginde kapinin disarisindayiz ve bize hata mesaji gelir.
Dogru sifre girildiginde ise iceri gireriz ve bize hoggeldiniz mesaji gelir.

Yani Burp yazilimina eger grep-match olarak incorrect kelimesini koyarsak tick isaretli olmayan
deneme dogru sifre olacaktir, welcome kelimesini koyarsak ise tick isaretli olan deneme dogru sifre

olacaktir. Simdi bunu uygulayalim.

a) Burp’te Brute Force’u Hata Mesajim1 Referans Alarak Yapma

Vulnerability: Brute Force :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

+
(& c @ @0 & localhost. 120% | - @ ¢ mme =

Vulnerability: Brute For X

Homa Vulnerability: Brute Force
Instructions Login
Setup /| Reset DB

1 Username:

E EER e
| Password:

Command Injection

i oseE
Filenclusion | pLoging
(FileUpload |
Insecurs CAPTCHA | More Information

SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass

( Login Sayfasi )



Burp Suite Community Ed|

Burp Intruder Repeater Window Help

Target | Praxy | spider ScannerT Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

J Intercept T HTTP history TWehSm:ksts history T Options ]

[#] Request to httpiocalhost.:80 [127.0.0.1]

| Forward || Drop J | Interceptisan | Action Comment this
Raw | Params | Headers | Hex

GET /DVWA-master/vulnerabilities/brute/?user| dmin&password=d ogin=Login HTTRP/1.1 A|
Host: localhost. r
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:67.0) Gecko/20100181 Firefox/67.6
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 |
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://localhost./DVWA-master/vulnerabilities/brute/
Cookle: security=low; PHPSESSID=6v7ohvtiblbg77abfeljf37gaz |
Upgrade-Insecure-Requests: 1

( Burp ile Araya Girilir )

Burp Suite Commu

y Ed 6 - Temporary Pri

Burp Intruder Repeater Window Help

Target | Proxy | Spider T Scanner T Intruder T RapeatErT Sequencer T Decoder T Comparer T ExtanderT Project options T User options | Alerts
>
Target | Positions T Payloads T Options ]

@ Payload Positions Start attack I

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: | Sniper |v]
GET /DVNA-mastsr;'vulnsrah1lit1ss/hruts/?ussrname:admin&Passwnrd:idsnemsihlngin:mgin HTTP/1.1 N Add§
Host: localhost. r

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:67.0) Gecko,28, 1 Firefox/67.0 ~ cClears
Accept: text/html,application/xhtml+xml,application/xml; =gl */@q=0.8

Accept-Language: en-US,en;g=0.5 Auto § f
Accept-Encoding: gzip, deflate

Connection: close Refresh {
Referer: http://localhost./DvWA-master/vulnerab ¥t es/brutes

Cookle: security=low; PHPSESSID=6v7ohvtiblb:

Upgrade-Insecure-Requests: 1

( Dictionary Attack igin Sifre Parametresi Isaretlenir )



Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

1
T [rargst [ ¢roxy | spider | scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

HERr e

Target | positions | Payloads | options |

? Payload Sets

&

You can define one or more payload sets. The number of payload sets depends on t
for each payload set, and each payload type can be customized in different wa

Payload set: |1 v| Payload count: 11

Payload type: | simple list v

Payload Options [Simple list]

®

This payload type lets you confjg®®a simple list of strings that are used as payloads.

Paste .—:\

efg

Load ... sflkjds

dsfdsfdsf

1 Remove | | o4 [/ L2

| — | password
(LS | fefastas
Afelefol 5

(add ]l |

Add from list ... [Pro version only]

Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

| Add | |Enabled  |Rule

Edit
Remove >

i

Down

( Burp’e Sozliikk Dosyas1 Verilir )

ack type defined in the Pasitions tab. Various payload types are available

A

Start attack | T

Burp Intruder Repeater

ndow Help

I
Target | Proxy | spider | Scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

e

Target | Positions T Payloads Tnptions }

)
7

[ store requests

[ store responses

@ Make unmodified baseline request

[] use denial-of-service mode (no results)
] store full payloads

@ Grep - Match
@ These settings can be usedfo flag re items containing specified expressions.

¥ Flag result items with r

paste | |incorrect
Load

b ' Remove L

| Clear

es matching these expressions:

[ add | |incorrect

Match type: @ simple string
(O Regex

[ case sensitive match
¥ Exclude HTTP headers

@ Grep - Extract
@ These settings can be used to extract useful information from responses into the attack results table.

[ Extract the following items from responses:

Add

Edit

T

(I Bufp"e, Yanlis Denemelerde Ekrana Gelen Hata Climlesi / Kelimesi Verilir )



- Temporary Project

Burp Intruder Repeater Window Help

[
Target | Proxy | Spider | Scanner T Intruder T Repeater T SequencerT Decoder T Comparer T ExtenderT Project options T User options | Alerts

2 -

P
%

Target | Positions TPaonads Toptions }
72| Request Headers Start attack w‘\
| These settings control whether Intruder updates the configured request headers during attacks.
[¥) update Content-Length header
I [¥) set Connection: close
| Request Engine
G These settings control the engine used for making HTTP requests when performing attacks.
Note: Some of these options are not available in the Community Edition of Burp.
Number of threads: 1
Number of retries on network failure: 3
Pause befare retry (milliseconds): 2000
y . |
Throttle (milliseconds): Fixed 0
Variabl re |0 step | 30000
Start time: @® Immediately
QO 10 minutes
O paused
@ Attack Results
G These settings control what information is captured in attack results.
[ store requests
[¥] store responses
) Make unmodified baseline request
[_] use denial-of-service mode (no results)
(] store full payloads
Grep - Match
— Thaca cattinae ran ha ead tn flan recult itame rontainina enarifiad avnraceinne
( Saldin Baglatilir )
Intruder attack 1 x
Attack Save Columns
_[ Results T Target T Positions T Payloads T Options ]
| Filter: Showing all items ‘EJ
|
Request 4| Payload Status | Error | Timeout | Length | incorrect | Comment
0 200 =] 5] 4672 W
1 200 O O 4e72 2]
2 abcdefg 200 ] O 4672 ]
3 dsflkjds 200 O O 4672 ]
4 dsfdsfdsf 200 =] ] 4672 5]
5 ssdf 200 B ()] 4672 8]
6 password 200 ] O 4710 ]
7 dsfdsfds 200 =] O 4672 8]
8 sdfdsfds 200 O O 4672 ]
9 fdsfdsfd 200 =] ] 4672 5]
10 sfdsfds 200 B ()] 4672 8]
1 fds 200 B O 4e72 &
] ] ] ]
r—lf_- t-_.-lt ~ -lli-ll
Finished £ —

( Dogru Sifre Denemesinde Yanlis Sifre Girdiniz Tarzi Hata Kelimesi
Gelmediginden Tick Isaretsiz Olur ve Dogru Sifrenin O Oldugunu Anlariz )



b) Burp’te Brute Force’u Oturum Acildi Mesajim1 Referans Alarak Yapma

Vulnerability: Brute Force :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

[® vulnerability: Brute For x [l

](— ¢ @ ® w0 Z localhost, 120% ) | »o ¥ n@oe =
—~

|

| D\@R)

|

i T Vulnerability: Brute Force

1

Instructions Login
Setup / Reset DB

’ Username:
i BrueForce | B
| Password:

1 Command Injection
i CsRE
File Upload
Insecure CAPTCHA | More Information
Weak Session IDs
XSS (DOM)
XSS[Reflected) |
XsS(Swored)
(CSPBypass

( Login Sayfasi )

n v1.7.36 - Temporary Project

Burp Suite Community Editi

Burp Intruder Repeater Window Help

Target | Prosy | Spider | Scanner I Intruder TREpeater TSequsn:El TDecodsr TCumparer TExtendEr TPruject options TUSE[ options | Alerts

J Intercept T HTTP history T websockets history T Options ]

m Request to http:/flocalhost.:80 [127.0.0.1]

I Forward J I Drop J [ Intercept is on | Action Comment this 2 ?
I
Raw | Params | Headers | Hex
GET /DVWA-master/vulnerabilities/brute/7user| dmin&password=d ogin=Login HTTP/1.1 A|
Host: localhost. r

User-Agent: Mozilla/5.® (X11; Linux x86_64; rv:67.08) Gecko/28100181 Firefox/67.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 i
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://localhest./DVWA-master/vulnerabilities/brute/
Cookie: security=low; PHPSESSID=6v7ohvtiblbg77abfel;f37ga2
Upgrade-Insecure-Requests: 1

( Burp ile Araya Girilir )



Burp Intruder Repeater Window Help

Target | Proxy | Spider T Scanner T Intruder T RspeatErT Sequencer T Decoder T Comparer T ExtsnderT Project options T User options | Alerts
>

Target | Positions T Payloads T Options ]

@ Payload Positions  Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

attack type: | Sniper B
GET ;’DVNA-mastsr;’vu'LnErahilitiss;’hruts/?ussrname:admin&')asswurd:idsnemsihLugin:Login HTTP/1.1 a Adds |
Host: localhost. r

User-Agent: Mozillas/5.0 (X11; Linux x86_64; rv:67.0) Gecko,28, 1 Firefox/67.0  Clears
Accept: text/html,application/xhtml+xml,application/xml;q=Cgf * /@ q=0.8

Accept—Langue}ge: enjuS.en;cFB.S Auto § f
Accept-Encoding: gzip, deflate

Connection: close Refresh {
Referer: http://lecalhost./DVWA-master/vulnerabg 1es/brute/

Cookie: security=low; PHPSESSID=6v7ohvtiblb

Upgrade-Insecure-Requests: 1

( Dictionary Attack icin Sifre Parametresi Isaretlenir )

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

? {Targat Proxy SpiderT Scanner T Intruder T Repeater T SEquEncerT De:uderT CumparerT Extender T Project options T User options | Alerts

1« |2

[TargetT Positions TPayluads T Options ]

'Y

@ Payload Sets Start attack | T

You can define one or more payload sets. The number of payload sets depends on t ack type defined in the Positions tab. Various payload types are available
for each payload set, and each payload type can be customized in different wa;

Payload set: |1 | Payload count: 11

Payload type: [ simple list =

Payload Options [Simple list]

This payload type lets you confi

Load ... sflkjds

dsfdsfdsf

Remove | ¢ s
~— | | password [/

| Ldlear | | opsfas

Aflefel |

[add ] |

Add from list ... [Pro version only]

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.
| Add | Enabled  |Rule
Edit
Remove >

p

WL

Down

( Burp’e Sozliik Dosyasi Verilir )



Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

I
| [Target Proxy | Spider T Scanner T IntmderT Repeater T Sequencer T DecnderI CnmparerT Extender T Project options T User options | Alerts

[ Jawl-

[Target T Positions T Payloads Toptmn: ]

T

[ store requests

[ store responses

[ Make unmodified baseline request

] Use denial-of-service mode (no results)
[J store full payloads

Gr

These settings can be used to flag result items containing specified expressions.

- Match

@

[ Flag result items with responses matching these expressions:

Paste welcome
b Y toad.
L ar— >

|  Clear

Add | ‘wsl(ums

Match type: @ Simple string
() Regex a

] Case sensitive match
) Exclude HTTP headers

»| Grep - Extract
@ These settings can be used to extract useful information from responses into the attack results table.

[[J Extract the following items from responses:

Add
Edit
Remove

( Burp’e, Dogru Denemede Ekrana Gelecek Hosgeldiniz
Tiriinden Ciimle / Kelime Verilir )

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help
| - - - -
[ Target | Proxy | Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

[ Jawl-]

[Target T Positions T Payloads T()ptions W

a

@ Request Headers Start attack | T

@ These settings control whether Intruder updates the configured request headers during attacks.

[ update Content-Length header

[ set Connection: close

Request Engine

Gl [

These settings control the engine used for making HTTP requests when performing attacks.

Note: Some of these options are not available in the Community Edition of Burp.

Number of threads: 1
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000
Throttle (milliseconds): & Fixed 0 1
Variable: start |0 step | 30000
Start time: ® Immediately
[ORLEEL] minutes
() paused

Attack Results

=)

These settings control what information is captured in attack results.

3

[ store requests

[ store responses

¥ Make unmodified baseline request

[_J use denial-of-service mode (no results)
(] store full payloads

@ Grep - Match

( Saldir Baglatilir )



Intruder attack 2 X

| Attack Save Columns 1

-‘_[ Results TTarget T Positions T Payloads T Options W

)| Filter: Showing all items |l1J
iq
|Request 4| Payload | Status | Error | Timeout | Length | welcome | Comment
0 200 ] ] 4672 o
i1 200 O O 4672 O
N abedefg 200 O O 4672 O
s dsflkjds 200 O O ae72 O
4 dsfdsfdsf 200 O O 4672 O
5 ssdf 200 O (] 4672 ]
NI password 200 ()] ()] 4710 W
7 dsfdsfds 200 O O 4672 O
1] sdfdsfds 200 O O 4672 O
9 fdsfdsfd 200 O (] 4672 ]
1o sfdsfds 200 ] ] 4672 (]
11 fds 200 O O 4672 O
f

£
|

4
4

3

icFinished [ —
( Dogru Sifre Denemesinde Oturum Acildi / Hosgeldiniz Tarzi Olumlu Bir Kelime
Geldiginden Tick Isaretli Olur ve Dogru Sifrenin O Oldugunu Anlanz )

Kaynaklar

https://www.youtube.com/watch?v=U4305cCV{Xo



https://www.youtube.com/watch?v=U43o5cCVfXo

